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Network and Internet Usage Policy / A2a Us g g& aifeid

Please read the following MANIT Bhopal internet and email usage policy CAREFULLY before
accepting the policy. The following guidelines are intended to help students make the best use of the
Internet resources:
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I. General Do’s / 9= RIT H ;

* Verify Information Accuracy — Ensure that any information accessed online is accurate, complete,
and up-to-date. (Information Technology Act, 2000)
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+ Validate Sources — Confirm the authenticity and reliability of information before using it.
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* Respect Intellectual Property — Adhere to copyright laws and licensing agreements when

accessing or using digital content. (The Copyright Act, 1957)
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* Report Unusual Activities — Notify the Network Committee immediately if you notice any

irregularities or security concerns.
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» Seek Clarification When Needed — If any policy rule is unclear, consult the Network Committee
for guidance.
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https://www.indiacode.nic.in/handle/123456789/1999
https://www.indiacode.nic.in/handle/123456789/1367

+ Use Internet for Academic and Professional Purposes — Ensure that internet usage is aligned with
educational or professional activities. (National Education Policy, 2020)
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* Maintain Browser Performance — Regularly clear browser history and cache to enhance browsing
speed and prevent system slowdowns. (Securing Web Browsers and Defending Against

Malvertising)
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* Remove Unnecessary Files — Promptly delete any unwanted or accidental downloads to optimize
system performance.
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» Exercise Discretion in Web Access — Use good judgment when accessing or downloading online
content, ensuring it aligns with institutional values. (Information Technology Act, 2000)
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» Users are encouraged to engage respectfully and constructively when posting comments on social
media platforms related to the organization's activities. (Information Technology (Intermediary
Guidelines and Digital Media Ethics Code) Rules, 2021)
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II. General Dont’s / TTHT T 7 61

* Avoid Downloading Large or Inappropriate Files — Do not download large media files or content
that is pornographic, racist, politically extreme, incites violence, or promotes illegal activities.
(Information Technology Act, 2000)
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* Download Only Work-Related Content — Do not download materials from the internet unless they
are directly relevant to academic or professional purposes.
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https://www.education.gov.in/sites/upload_files/mhrd/files/NEP_Final_English_0.pdf
https://www.cisa.gov/sites/default/files/2023-09/CISA%20CEG%20Securing%20Web%20Browsers%20And%20Defending%20Against%20Malvertising.pdf
https://www.cisa.gov/sites/default/files/2023-09/CISA%20CEG%20Securing%20Web%20Browsers%20And%20Defending%20Against%20Malvertising.pdf
https://www.indiacode.nic.in/handle/123456789/1999
https://upload.indiacode.nic.in/showfile?actid=AC_CEN_45_76_00001_200021_1517807324077&filename=information_technology_(intermediary_guidelines_and_digital_media_ethics_code)_rules,_2021_(updated_06.04.2023)-.pdf&type=rule
https://upload.indiacode.nic.in/showfile?actid=AC_CEN_45_76_00001_200021_1517807324077&filename=information_technology_(intermediary_guidelines_and_digital_media_ethics_code)_rules,_2021_(updated_06.04.2023)-.pdf&type=rule
https://www.indiacode.nic.in/handle/123456789/1999

* Do Not Install Unlicensed Software — Refrain from installing free or unauthorized software on

institutional computers. (Telecommunications Act, 2023)
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* No Unauthorized Access — Do not attempt to gain unauthorized access to other networks,

computers, or accounts. (Telecommunications Act, 2023)
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* Do Not Disrupt Network Services — Avoid interfering with or disrupting other users, computers,
or network operations. Any deliberate disruption is a criminal offense. (Telecommunications Act,

2023)
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* Do Not Power Off or Reset Systems — Do not shut down or reset institutional machines without
proper authorization.
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* Avoid Sending Sensitive or Offensive Content — Do not use the internet for transmitting
confidential, obscene, threatening, or harassing materials. (Digital Personal Data Protection Act,

2023)
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» Always Log Out When Unattended — If leaving your workstation for more than 5 minutes, ensure
you log out to prevent unauthorized access or misuse.
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* Do Not Share Unauthorized Files — Refrain from attaching and transmitting files via email that
contain illegal or unauthorized content. (Digital Personal Data Protection Act, 2023)
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* The use of VPN is not permitted. (CERT-In Advisory on VPN Risks)
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* Unauthorized addition of switches or Wi-Fi access points to the network is strictly prohibited.
(National Critical Information Infrastructure Protection Centre (NCIIPC))
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https://www.indiacode.nic.in/bitstream/123456789/20101/1/A2023-44.pdf
https://www.indiacode.nic.in/bitstream/123456789/20101/1/A2023-44.pdf
https://www.indiacode.nic.in/bitstream/123456789/20101/1/A2023-44.pdf
https://www.indiacode.nic.in/bitstream/123456789/20101/1/A2023-44.pdf
https://www.meity.gov.in/static/uploads/2024/06/2bf1f0e9f04e6fb4f8fef35e82c42aa5.pdf?utm_source=chatgpt.com
https://www.meity.gov.in/static/uploads/2024/06/2bf1f0e9f04e6fb4f8fef35e82c42aa5.pdf?utm_source=chatgpt.com
https://www.meity.gov.in/static/uploads/2024/06/2bf1f0e9f04e6fb4f8fef35e82c42aa5.pdf?utm_source=chatgpt.com
https://www.cert-in.org.in/
https://www.nciipc.gov.in/
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* Sharing of usernames and passwords is prohibited. (CERT-In Password Security Guidelines)
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II1. Privacy and Security Policy / To=1adT 3R g ifd :

* Respect Privacy — Students must not attempt to access, hack, or interfere with others’ files,
accounts, or personal data without explicit consent. (Digital Personal Data Protection Act, 2023)
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» Ensure Network Security — Any action that compromises the security of the MANIT network is
strictly prohibited. This includes bypassing firewalls, modifying access controls, or setting up
unauthorized servers (such as web, mail, or proxy servers). (Telecommunications Act, 2023)
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* Maintain Authenticity in Digital Communications — Students must not conceal their identity in
electronic communications or engage in activities that threaten, intimidate, or harass others using
MANIT’s IT resources. (Information Technology Act, 2000)
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* Keep Systems Secure — Devices connected to the MANIT network should be maintained with
updated antivirus software and regular operating system updates to prevent cyber threats,
including viruses, worms, and malware. (Telecommunications Act, 2023)
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* No Illegal File Sharing — Unauthorized file sharing over the internet or email is strictly forbidden.
(Digital Personal Data Protection Act, 2023)
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» Refer to Cybersecurity Guidelines — Follow official cybersecurity measures as issued by the
government of India. (NCIIPC Guidelines)
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https://www.nciipc.gov.in/documents/National_Cyber_Security_Policy-2013.pdf

